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	CONFIDENTIALITY POLICY
(IN AN ENDUCATION ENVIRONMENT)




1. Purpose: The Confidentiality Policy in The Wheels Project aims to establish clear guidelines and procedures for the handling of confidential information to protect the privacy and rights of students, staff, parents/guardians, and any other individuals associated with The Wheels Project. This policy is designed to ensure that all sensitive information is treated with the utmost confidentiality and used only for legitimate educational and administrative purposes.

2. Definition of Confidential Information: Confidential information includes any data, records, documents, or personal details that are not publicly available and are entrusted to The Wheels Project in confidence. This information may pertain to students' academic records, health information, family background, staff performance evaluations, financial data, and any other private information related to individuals within The Wheels Project.

3. Scope: This policy applies to all staff members, including teachers,
administrative personnel, support staff, volunteers, and anyone else who has access to confidential information within The Wheels Project.

4. Confidentiality Obligations: 
a. Access to Confidential Information: Staff members shall only access confidential information when required for legitimate educational, administrative, or legal purposes and with proper authorization.
b. Non-Disclosure: Confidential information must not be disclosed to unauthorized individuals or third parties, including friends, family members, or acquaintances, unless required by law or with explicit consent from the individual concerned.
c. Data Security: All confidential information, whether in physical or electronic form, must be stored and handled securely to prevent unauthorized access, loss, theft, or misuse.
d. Communication: Staff members should exercise caution when discussing confidential matters and ensure that such conversations take place in private settings and only involve individuals who have a legitimate need to know.
5. Release of Information to Third Parties: 
a. Parental/Guardian Consent: For students under the age of 18 years, confidential information may be released to parents or legal guardians only with their explicit consent, except when required by law or in cases of emergency.
b. Legal Obligations: The Wheels Project will comply with all applicable laws and regulations regarding the release of confidential information, such as court orders, subpoenas, or government requests.
c. Directory Information: The Wheels Project may publish directory information, such as student names, grades, and achievements, unless parents/guardians or eligible students opt-out in accordance with the Family Educational Rights and Privacy Act (FERPA) or similar regulations.
6. Confidentiality Training: All staff members who have access to confidential information shall receive proper training on the importance of confidentiality, data protection, and the implications of breaching confidentiality.
7. Confidentiality Agreements: Staff members with access to sensitive information may be required to sign confidentiality agreements as a condition of their employment or association with The Wheels Project. These agreements serve to reinforce their commitment to maintaining confidentiality.
8. Reporting Breaches: Any staff member who becomes aware of a breach of confidentiality or potential unauthorized access to confidential information must report it immediately to their supervisor, department head, or designated authority.
9. Consequences of Non-Compliance: Failure to adhere to this Confidentiality Policy may result in disciplinary action, up to and including termination of employment, as per The Wheels Project’s policies and procedures.
10. Review and Updates: This Confidentiality Policy will be periodically reviewed and updated to ensure its alignment with applicable laws and best practices related to data protection and confidentiality.

By adhering to this Confidentiality Policy, The Wheels Project and its staff demonstrate their commitment to safeguarding sensitive information and upholding the privacy rights of individuals within The Wheels Project.
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